OSC BEACON

State-owned PC Requirements

NOTE: The browser settings shown in this document do not prevent the Internet Explorer 9
and Internet Explorer 10 security banner pop-up message from displaying at the bottom of the
browser window when launching a SAPGUI client from the browser or when exporting a Bl
report to Excel from the browser. End-users will need to click the appropriate button on the
prompt in order to proceed. This is a known issue with Microsoft.
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DESKTOP PC MINIMAL REQUIREMENTS
Hardware
e Portal: CPU: 1GHz+, RAM: 256MB, HD: 1GB
e GUI(WIN2000, XP): CPU: 500 Mhz+, RAM: 192MB, HD: 1GB
e GUI (Vista): CPU: 1 Ghz+, RAM: 1GB, HD: 1GB
e GUI(Windows 7): CPU: 1 Ghz+, RAM: 512MB, HD: (independent of SAP GUI release)
e Reporting Expert: Portal+GUI+MS Office Products

Software
e Operating Systems: Windows 2000, XP / Vista, Windows 7
e Acrobat Reader: X
e Browsers:>=IE7,IE8, IE9 and IE 10 are supported
e SAP WINGUI: 730
e Excel (MS Office) : >= 2003
e JRE 1.7, Java 7 Update 55



PORTAL BROWSER SETTING:
e Enable java scripts
e Enable ActiveX components
e Enable cookies
e The setting “Do not save encrypted files to disk” must be unchecked.
e Add to Pop-up Blocker’s list of Allowed sites AND add to Trusted sites the following domains:
*.nc.gov
* its.state.nc.us
*.csod.com
* myactivehealth.com
* bcbsnc.com



The following is a step-by-step review of the Internet Explorer browser settings which should be
established:

Internet Explorer Browser Settings
In the Internet Explorer browser window go to “Tools” = “Internet Options”
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Select the “Security” tab, “Trusted sites”, and then the “Sites” button
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Internet Options

2
Select a zone to view or change security settings./ 3

@ & /X0

Internet Local intranet J0E:Z:f0=E  Restricted
sites

e
J This zone contains websites that you =

trust not to damage your computer or
your files, i
fou have websites in this zone.

Security level for this zone

Custom

Custom setlings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level,

[] Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... H Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator.

[ (08 ] [ Cancel Apply




Add the following 5 entries in the “Trusted sites” then click OK:
*.nc.gov

*.its.state.nc.us

*.csod.com

* myactivehealth.com

*.bcbsnc.com

-

Trusted sites

R — ﬁ-‘

) You can add and remove websites from this zone. All websites in
% this zone will use the zone's security settings.

2
2

Add this te to the zone: \
Add

Websites:

* bchsnc,com
* csod.com

*its.state.nc.us

*.nc.gov
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Remove
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[ Require server verification (https:) for all sites in this zone

Uncheck this box
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Be sure “Trusted sites” is still selected in the web content zone, then click “Custom Level...”:

,

| General | Security |Privacy | Content | Connections | Programs Indvancedl I

Select a zone to view or change security settings./

Inkernet Local intranet Restricked
sites

Trusted sites
This zone contains websites that you
trust not ko damage vour computer or

wour files,
You have websites in this zone,

Security level for this zane

Custom

Custom settings.
- To change the sektings, click Custom level.
- Touse the recommended settings, click Default level,

["]Enable Protected Mods (requires reskarting Internet Explarer)

[ Default level ]

[ Reset all zones ko default level ]

@ Some settings are managed by your syskem adminiskrator.

[ Ok ] [ Cancel Apply

Enable “Allow ActiveX Filtering” (Internet Explorer 9 and above — if the option is available)
http://ie.microsoft.com/testdrive/browser/activexfiltering/About.html

,
Secrity Settigs - Tt St 2 |

Settings

@] ActiveX contrels and plug-ns
|@| Allow ActiveX Filtering
() Disable I8
@ Enable 1
|#] Allow previously unused ActiveX controls to run without prom
@ Disable
@ Enable
@ Allow Scriptlets
) Disable
@ Enable
) Prompt
|¥| Automatic prompting for ActiveX controls

) Disable
@ Enable
|¢| Binary and script behaviors

7 Adminictratar snnrouad

4 1

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Low (default)



http://ie.microsoft.com/testdrive/browser/activexfiltering/About.html

@ Activel controls and plug-ins
¥ Allow previously unused Activel controls to run without pror
O Disable
{® Enable
@] Allow Scriptlets
) Disable
{® Enable
) Prompt
¢ Automatic prompting For Activel controls
O Disable
{*) Enable
|#| Binary and script behaviors
O Administrator approved
O Disable
{*) Enable
\#| Display video and animation on & webpage that does not use
{*) Disable
O Enable
\#| Download signed Activel controls
O Disable
{*) Enable
O Prompt
\#| Download unsigned ActiveX controls
O Disable
{3 Enable
O Prompt
|#| Initizlize and script Actived controls not marked as safe for st
O Disable
{® Enable “—
) Prompt
@) Run Activex controls and plug-ins
O Administrator approved
O Disable
{*) Enable
O Prompt
@/ Script Actived controls marked safe for scripting®
O Disable This option
© Enable «f— may / may not
O Prompt be available
o® Downloads depending
&® Automatic prompting for file downloads upon browser
O Disable VETSION.
{*) Enable b
@% File download
) Disable
{® Enable
_gjl Font download
O Disable
(&) Enable
O Prompt




& Miscellaneous
& | Access data sources across domains

QO Disable

O Enable

© Prompt May say "Microsoft’
& | Allow META REFRESH instead of "Internet

O Disable Explorer’

(® Enable /
#& | Allow scripting of|Internet Explorer jveb browser control

O Disable

® Enable ff—

& | Allow script-initiated windows without size or position constra
Q Disable
(® Enable

& | Allow webpages to use restricted protocols for active conten
Q Disable
O Enable
& Prompt

£ | Allow websites to open windows without address or status b
O Disable
{® Enable

& | Display mixed content
O Disable

O Enable F—
& Prompt

=7 | Seripting

= | Active scripting
) Disable
{*} Enable
) Prompk

= | Allow Programmatic cipboard access
) Disable
{*} Enable
) Prompk

= | Allow skatus bar updates via script
) Disable
{*} Enable

= | Allow websites b prompt For information using scripted wind
) Disable
{*} Enable

= | Scripting af Java applets
) Disable

(2) Enable ff—

) Prompk




Pop-up Blocker Settings
-

L9 oo

| General | Security | Privacy |Eunter1t | Connections | Programs | Ad‘uan::ed|

Internet Options
_ -

Settings
Select a setting for

- Blgicks third-par okies that do not have a compact

| prifacy policy
ocks third-party ies that save information that can
— used to contact youlithout your explicit consent

[ Si% ] [ Tmeart ] [ Adva&ed ] Default
\

Locatiol

Meyer allow websites to request your Clear Site
ical location ____
Fop-up Blocker
urn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some sethings are managed by your system administrator,

[ Ok ] [ Cancel Apply




Add the following 5 entries in the Pop-up Blocker Settings’ list of allowed sites then click Close:
*.nc.gov

*.its.state.nc.us
*.csod.com

* myactivehealth.com
* bcbsnc.com

© R
Pop-up Blocker Settings . ﬂ

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
é | webstes by adding the site to the list below.

Address of website to allow: 1 - \
| F = Add

Allowed sites:

* bebsne.com Remave
* csod.com

* myactivehealth.com
*.nc.gov
* gtate.nc.us

Metifications and blocking level:

Play a sound when a pop-up is blocked.
Show Motification bar when a pop-up is blocked.
Blocking level:

’Medium: Block most automatic pop-ups V]

Leam more about Pop-up Blocker




Other important settings:
21x]

General I Security I Privvacy I Conkent I Connections I Praograms

Settings f

) Do nat search fram the Address bar
{8} Just display the results in the main window
% Security

[ Allaws active content from C0s to run on My Compu

Allow active content to run in files on My Comput

Allow software bo run or install even if the signal

Check For publisher's certificate revocation

Check For server certificate revocation™

Check For signatures on downloaded progra
Do not save encrypted pages tao disk I

[ Empty Temparary Internet Files Folder when browser is clo

Enable Integrated Windows Authentication®

[ Enable native MLHTTP suppart

[8 Phishing Filker -
1| | »

*Takes effect after vou restart Internet Explarer

e is inws

Restore advanced settings |

Reset Internet Explorer setkings
Deletes all temporary files, disables brawser Resekt, . |
add-ons, and resets all the changed settings.

‘ou should only use this iF your browser is in an unusable state,

Ok I Cancel Apply




Adobe settings (including Adobe X):

In order to enable PCs using Adobe Reader X to access the Adobe toolbar while in the BEACON portal,
make the following configuration settings:

1. Close all IE/Firefox browsers.
2. Open the Adobe Reader X (Start 2> All Programs - Adobe Reader X
3. Click on Edit = Preferences = Documents

/A~ Adobe Reader o ] 4

File | Edit | Wiew ‘Window Help

E j Undo S ﬂ i D| 100% n | | = Tools | Sign | Comment

4 Redo Shift+Chrl+2

Cut Chrl+3
] Copy Chl+C
[l Paste Chrl+

Delete

Acrobat.com Services
Select Al ChEl+8

Deselect Al Shift-HCkel+ A CreatePDF Online

Copy File to Clipboard

- Convert POF to Word or Excel Online
ﬁ Take a snapshoat

Check Spelling Share Files Using SendMow Online
Look Up Selected Wiaord. ..

B Find ChiF Get Docurnents Signed

Advanced Search Shift+CErl+F

Protection

Analvsis

W Accessibilicy gating POF Farms

[ Preferences... Chrl+HE
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4. Uncheck the “Allow documents to hide the menu bar, toolbars, and window controls” checkbox:

Preferences M

Categories: Open Settings

Commenting [] Restore last view settings when reopening documents

Open cross-document links in same window

Full Screen [¥] Allow layer state to be set by user information

E:;:r;:splay | ["] Allow documents to hide the menu bar, toolbars, and window controls

. st 5 =]
3D & Multimedia Documents in recently used list: I =

Accessibility
Adobe Online Services
Email Accounts

Forms Save Settings
Identity

. . . 5 . R
Internct Automatically save document changes to temporary file every. I minutes (1-99)
Javascript Save As optimizes for Fast Web View
Language

Measuring (2D)
Measuring (3D)
Measuring (Geo) View documents in PDF/A mode: | Only for PDF/A documents . =
Multimedia (legacy)

Multimedia Trust (legacy)

PDF/A View Mode

Reading
Reviewing
Search
Security
Security (Enhanced)
Signatures
Spelling
Tracker

Trust Manager
Units

Updater

[ ok || cancal
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5. Click on the “Internet” option and uncheck the following box:

Preferences - Lé]

Categories: ‘Web Browser Options

Use your browser to control viewing of PDF documents directly in the browser using Adobe Reader
m or Adobe Acrobat. The following Adobe product is currently available for use by browsers:

»

Commenting

Documents

Full Screen CA\Program Files (xB6)\Adobe\Reader 11.0%Reader AcroRd32.exe
General

Page Display

30 & Multimedia How to set up your browser to use Adobe products to view PDF documents
Accessibility

Adobe Online Services

Ermail Accounts [ Display in Read Mode by default

Forms [¥] Allow fast web view

Identity . A

Internet [¥] Allow speculative downloading in the background

JavaSeript =

Language Internet Options

Measur!ng (2] Connection speed: |56 Kbps -
Measuring (30)

Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search
earcl Internet Settings...
Security

Security (Enhanced)
Signatures

Spelling =
Tracker
Trust Manager

| ok || conee |

6. Click OK when done. Open an Internet Explorer browser, login to the BEACON portal and verify
the pay statement displays correctly.
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